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CURRENT TRENDS IN CYBERCRIME

- Phishing

- Business Email Compromise Fraud

- Account Takeovers
. SIM Swaps LYBERCRIME ANL
IDENTITY THEFT
BUREAL

- Ransomware




CYBER-ATTACKS

COVID-19 blamed for 238% surge in
cyberattacks against banks

Disarray caused by the pandemic has become a breeding ground for financially-motivated attacks.

80% of financial institutions surveyed by VMWare reported increase
In cyber-attacks in last year.
64% of financial institutions reported increased business email

compromise attacks
25% of financial institutions reported destructive attacks (vs. attacks
that seek financial gain).

Ransomware attacks against financial institutions has increased 9x Iin
2020 10Q.




PHISHING

The fraudulent attempt to obtain
sensitive information or funds by
disguising oneself as a trustworthy entity
In an electronic communication:

 Usernames/Passwords
e Credit Card Information
e Money

Phishing scams range in sophistication
from shotgun approach to highly
targeted (spear phishing/BECSs).

Not confined to email: text messages,
robocalls, mail.




PHISHING

Grestings to you my friend,

I know this will come to you as a surprise bacauss you do not know me.
I am John Alison I work in Central Bank of Nigeria, packaging and courier department.

I got your contact among others from a search on the internet and I was inspired to seek your
co-operation, I want you to help me clear this consignment that is already in theEurope which I shipped
through our CBN accredited courier agent. The content of the package is $20,000,000.00 all in 5100 bills,
but the courier company does not know that the consignment contains money.

All T want you to do for me now is to give me your mailing address, your private phone and fax number,
and I believe that at the end of the day you will have 50% and 50% will be for me. My identity must not

be revealed to anybody.

If this arrangement is okay by you, you can call

Phone: +234 3028776635

Email-john alisond44@




PHISHING

e In 2020, phishing emails and text NETFLIX
messages tend to induce recipients to
trick an individual into clicking on a link
and/or opening an attachment. Please update your
payment details
« Popular phishing tactics: i

W're huawing some trouble with your cument billing
information. We'll try Sgain, but in the meantome wou

“We have noticed some suspicious Y WaAEWS Ul JOLS pleast el

activity on your account.” | i sccoumion |

“We have noticed there’s an issue

with your payment information.” Gl o Conkach us now.
Include fake invoices. - Your friends at Netlix
Include links to make payments.

Maad halp? We're hare if you need i, Visit the Halp




PHISHING

amazon
i

Mon 3/25/2019 10:19 AM

Stripe <Stripel111@patrica.hostpilot.com>

Stripe : deposit will not be made to your bank account

Your Amazon account has been locked

Dear customer,

Wia have locked yvour Amazon account because our service detected two unauthorized
devices, Qur service has protected vour account from someone who has accessed your
Amazon account from anather devices and locations

s <

Before someone can change your account information or order some item with your credit f
cebit card bill. For your security, we have locked your Amazon account.

Text Message
Today 5:56 PM

To condinue u=ing your account again, we advise you to update the infomation before 24
hours or your account will be Permanently locked.

How do | unlock my account?

You need to verify your Amazon account and complete the data information that has been
printed on your accourt when you first registered

Amazon service

Hello Olivia, your FEDEX package
with tracking code GB-6412-GH83
is waiting for you to set delivery
preferences: e3fmr.info/
onAyXsVfomA




PHISHING/BEC
2019 STATISTICS

* 88% of companies reported experiencing
spear phishing campaigns.

* 38% of untrained users fail phishing tests.
-1/3™ of all data breaches involve phishing.

 The average data breach costs $3.5 million.




BUSINESS EMAIL COMPROMISE

' |C3 received 467,361 complaints (that's
about 1,300/day) for about $3.5 billion in
losses.

* Phishing/BECs were a fraction of the total
complaints (apprx. 24,000 complaints) yet
amounted to more than $1.7 billion in losses
($75k/complaint)




BUSINESS EMAIL COMPROMISES

= Directed emails sent for the purpose
of tricking the recipient out of money.

= Two main forms:

“Spear-phishing” is the targeted
sending of emails to employees
responsible for, or have control over,
money transfers.

Breach of email account leading to
interception.

= The success (and failure) of ALL of
these campaigns turns on the people
who receive the emails.




BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

New Message

To

- Emails frequently occur when the |
executive is out of the office Subject I'm Out of the Office!

- Can be determined by a phone call to the [
executive or by an automatic “out-of-

office” email reply ) Thank you for your email! I'l be out of the office from 12/20

to 1/5, and will not be accessing my email during that time.
_ _ If this is an urgent question, please contact Julie at
. Transaction is often marked or

. : R
treated as “confidential” or

“urgent” by the sender. Best,
Natasha




BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

- Employee who is responsible for money
transfers receives a seemingly legitimate
email instructing a transfer of funds.

= “Sender” of the transfer-request emaill is
often a high level executive within the
company.

= The impersonation can take hours, days, or
even weeks.




BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

On Mar 30, 2017, at 11:11 AM, Drsan-<dvcotel3ﬂﬂ@g@ﬂ.cnm} wrote:

Deb ,
Can we get a wire transfer out before the cut off time?
Orson

Sent from my U.S. Cellular® Smartphone

On Thu, Mar 30, 2017 at 11:16 AM, Rcuwiﬁlrenwick[_cum‘:- wrote:

Orson,

Did you intend to send the message below to Deb Velazquez or to another person named Deb?
On Mar 30, 2017, at 11:19 AM, OrsonJJJfcdveote1300@gmail. com> wrote:

I sent it to Deb Velazquez , Who will be able to process a wire transfer for me right now?

Orson

Sent from my U.S. Cellular® Smartphone




BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

From Robert Grant <deewbSEddhnnb@gmailoom > 1
Sutmect 3307

- o

Ron ,

Can we get a wire transfer out before the cut off time?

Robert

Sent from my U5, Cellular® Smartphone




BUSINESS EMAIL COMPROMISES:
BREACHES

ihiihalaaidiiell » 2. Communication intercepted by
email discussion about a

client hackers

e 4. Hackers send spoofed
email as client requesting
transfer of funds

3. Hackers create spoofed
email emulating client

5. Instructions seem legitimate, firm
transfers funds to fraudsters account




BUSINESS EMAIL COMPROMISES:
BREACHES

From: "barbara colantuoni” =barbara_colantuom@mmu_it=
Subject- R- Payment's schedule
Date: July 20, 2016 at 1:58:19 PM EDT

Tor: tiernan
eply-To: “ﬁ {:ﬂlantuunF m-mnm|Mrnﬂu-mm}

Sorry to bothering you again. I have just received a notice from out audit
department that they started audit on our Unicredit bank account. There, payment
should be made into our other bank details below.

BENEFICIARY NAME: DUEMMEI SRL

BANK NAME: BARCLAYS BANK PLC
ACCOUNT NUMBER: ks o

SORT CODE: 20-25-19

IBAN: GB66BARC20251960215759

SWIFT BIC CODE: BARCGB22

BANK ADDRESS: ROMFORD 3 , LEICESTER LE87 2BB. UK

Can you please relate this to your account department and advise on when
possible payment will be made.

Looking forward to hearing from you soon as soon as payment is made.

Best Regards
Barbara Colantuoni
Accounting & Credit Control Dpt.



BUSINESS EMAIL COMPROMISES:
SPOOFING A NAME

Rervacss Whals Essulcs fop
e L LR T

[pomain Hame |czeaticon Date |[Registraz

:| thwavelabs.com [2017-01-0%  |IDGMAIN.COM,
_In__-:-cnp it . oom 2o17-01-09 F*-:r-m": Lo,
fenvyrnedical. com |2017- 4_—|:- |[COMATIN . coM,
hospiceastbay.org  [2017-01-0% _|:-::-1:L_:-:.-::1-1..
fhumanlengavity.cam 201 --'.L-_~ I: | IN.CoM,
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fprotesbic.com [2017-01-08 |jpowacw.cow, |
providi rme-f.--aa.4.,,c-rn|z-- F=011 |[DOMAIN . COM,

jroznh. oxy J2017-01-09  JOCKATN.COM,
|epecerumrnadical .com -0 [DOMAIN . COM,
fractee-coxp.oom JR0LT-01-05.  [DCHSLIM.COM, LLC

vibrahaslthearse, com = [eotmIn. con, Lic




EFFECTS OF BEGs

Job Loss —
Direct and

Indirect
Loss of Loss of

Corporate Company
Reputation Operation

Major

Decreased Threat to Loss to
Corporate

Profitability the U.S. Ieliyfieliis =

Life-impacting

home, savings
Economy




ADVANCED PAYLOAD
RANSOMWARE/MALWARE

 Emails sent by seemingly friendly contacts with
attachments and/or links.

e Can lead to the installation of malware, that is then

used to:
* Give the bad actor access to the computer or

network,
« Allow the bad actor to use the computer to launce

malicious attacks, and
« Allow the bad actor to use the computer to

perpetuate fraud campaigns.




ADVANCED PAYLOAD
RANSOMWARE/MALWARE

From: Andrew <af @ gmail . com=>
Date: January 30, 2018 at 1:28:30 PM EST

To:chri§  [@mac.com
Subject: Follow up

Reply-To: a (@comcast.net

Hi,
Hope you are doing great!

| just wanted to check if you received my previous email with the documents and got a chance to review them.

If you did not receive it here it is again. CLICK HERE TO VIEW DOCUMENTS and sign in to view the attachment.

Hope it works.

Your response will be greatly appreciated.

Andrew




ADVANCED PAYLOAD

OBTAINING NETWORK ACCESS

From: UPS Quantum View <pkginfo230@ups.com>

Date: 9/27/17 11:15 (GMT+02:00)

To: (N

Subject: UPS Ship Notification, Tracking Number 17| 6512

You have a parcel coming.
Scheduled Delivery Date: Thursday, 28/09/2017

This message was sent to you to notify you that the shipment nformation below has been transmitted
to UPS. The physica parcel may or may not have actualy been tendered to UPS for shpment. To
werify the actual transit status of your shipment, cick on the tracking ink below.

Shi ent Details +———— Not a valid UPS link
=nipment Detalls

Downlcad the UPS mobiie a

@ 2017 United Parcel Serwce of Amenca, Inc. UPS, the UPS brandmark, and the colour brown are
trademarks of Unted Parcel Service of Amenca, Inc. Al nghts reserved.

All trademarks, trade names, or service marks that appear in connection with UPS's services are the
property of ther respective owners.

Please do not reply directly to this emai. UPS w il not receive any reply message.
For more information on UPS's privacy practices, refer to the UPS Privacy Notice.
For questions or comments, wst Contact UPS,

This communication contans propnetary mformation and may be confidential If you are not the

intended recpient, the reading, copyng, disclosure or other use of the contents of this email s stncthy
prohibted and you are instructed to please delete this emal mmediately.

Source; UPS “ontad UPS




ADVANCED PAYLOAD
RANSOMWARE

Internationel

What is happening?

Lerem ipsusy dodar it amed, consectetur adipiscing elik Nam cursus, ex 22 Lacisia malzis, tordor
lectes molestie urne, sed venenatis justs oo in i Proin at nune cursus, wivers diss sit amat,
williziter neque
Sed et dgnisstm augue, non laculls ex. Atiguam blandi sagitiis ligula ca bkempor: Ut witae accomsan
2 : o i mpsse, Duls nes mésd poritior, scelerisque metus viloe, condimentum dolor, Ham neges lscus,
Price will be raised on ullafszoper aeeumeas fampss i amet, suscplt in sl
04,704 /1 904 010000 Munc hendrerit est sed bisendum lobaortis. Atiguam consequat laculls velit sit amet sodales.

Time Left
00:00:00:00 What can | do?

Ut dignissim turgls quis nunc hessdeerit.
Munc Faucitus anie vidse eU8 laculis, nec eledend justo tempor, Proin elementum argl orch, quis
= : Tzl felis tamper ot. Etiam maximus enim diam, sit amat Bingidunt metus phamina az, Fhasallus
Files will be deleted on allguass olit sit amet erat pharetra ullamcanper.
01,01 /1504 O i Prasellus et sodales ellus, Lorem ipsum dalor sit amet, consectetur sdipiscing el Dones eleifesd,
Edlsh B reitruis foaledsgua, anim odis oman 2agien, ou ceAgue ante makia non gurus. Mulla

Time left scelerisgue metus ak nunc wolutpat, in efficibur artar cletfend.
Curabitur diam quam, Tacilisis in dictum id, eFicdur in erss, In sectar, libers id alesenium d=pendi-

u u ] at, MaERtd aned sagiis walit, non labortis welk purus s e ballus.
n u - n u - u u - u u Etlam cursus eulsmod inkerdem. Praesent Fringilla augue e, quis ulricies et lobortis nec.

Send your money here:

How fo pay?

Contact ws




ADVANCED PAYLOAD
RANSOMWARE

key will be destroyed on

9/15/2013
8:44 PM

57 : 45 : 37

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here & a complete list of enorypted files, and you can personally verify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
spacified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt fies, you
need to pay 300 USD | 300 EUR / similar amount in another currency.

Click «Naxt» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.




ADVANCED PAYLOAD
RANSOMWARE/MALWARE

* Average Initial Demand is $377,000
o Approximately $11.5 billion in damages
in 2019

e Average cost of ransomware is $8.1
million
* Average days to recover: 287




ADVANCED PAYLOAD
RANSOMWARE/MALWARE

NonPetya ransomware forced Maersk to
reinstall 4000 servers, 45000 PCs

The shipping giant has suffered millions of dollars in damage due to the ransomware attack.

Baltimore estimates cost of ransomware attack at $18.2 million as
government begins to restore email accounts

By IAN DUNCAN
THE BALTIMORE SUN | MAY 29, 2019 AT 7:45 PM

Ransomware is taking a toll on banks.
Here's how they’re fighting back

A recent rash of ransomware attacks on bank technology vendors —

including Finastra, Diebold Nixdorf, Cognizant and Pitney Bowes —

raises serious questions about why they're happening and what
banks can do to protect themselves.




ACCOUNT TAKEOVER: SIM SWAPPING FRAUD

Florida Teenager Is Charged as
‘Mastermind’ of Twitter Hack

The authorities arrested a 17-year-old who they said ran a scheme
that targeted the accounts of celebrities, including former
Pregident Barack Obama and Elon Musk. Tiwo others were also
charged.

Ehe New Hork Eimes

Hackers Hit Twitter C.E.0. Jack
Dorsey in a ‘SIM Swap.’ You're at
Risk, Too.

TECHBY VICE

The SIMHijackers

In August of last year, for example, hackers hijacked the Instagram account
of Selena Gomez and posted nude photos of Justin Bieber. The first name on

Gomez's account name was also changed to “Islah’, identical to that used at
the time by someone on OGUSERS who went by the username Islah.
According to hackers in OGUSERS, the people claiming to be behind the
Gomez hack said they did so by taking over the cell phone number
associated with the singer-actress's Instagram account, which had 125
million followers when it was seized.

Europoal, along with local police in Spain, Romania and Austria, arrested about two dozen
alleged members of two criminal gangs that are accused of stealing millions in euros from

bank accounts in several countries by using SIM swapping techniques to steal credentials

and passwords.

SIM swapping scams
exploit the recent
proliferation of SMS-
based two-factor
authentication. By
intercepting text
messages containing
security codes,

perpetrators are able to
gain access to the
victim’s accounts.




SIM SWAP SCHEME:
OBTAIN CREDENTIALS FOR POTENTIAL
VICTIMS

Hacker Shit!
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SIM SWAP SCHEME: CHANGE
: PASSW
LOCKVICTIMS OUT OF ACCOUNTS ORP=TO

Transactions after 6 p.m. CST are posted the ne
If you do not use Online Banking for a period of 18

\Ne suggest you NOT allow your browser to auto

/ °{‘fﬂ2§§t friend's name?




SIM SWAP FRAUD: INVESTIGATING THE CRIME

Cell site
information from
AT&T revealed one
cell tower located
in Columbus, Ohio,
which handled the
majority of
communications

from both
suspected IMEls.
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Funds Sent Here

SIM SWAP FRAUD: INVESTIGATING THE CRIME

Tracking the
movement of the
stolen
cryptocurrency can
be extremely
difficult if the funds
do not interact
with a known
exchange or
merchant.

Binance.com
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