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CYBERCRIME & IDENTITY THEFT BUREAU

• Personnel:
• Dedicated Assistant District Attorneys

• Cybercrime Analysts 

• Sworn Investigators

• Embedded NYPD Detectives

• High Technology Analysis Unit (“HTAU”)

• Cyber Intelligence Unit (“CIU”)

• Investigates and prosecutes: 
• Computer hacking and cyber intrusions

• Cyber enabled fraud

• Money laundering

• Check and credit card fraud rings

• Child sexual abuse material (CSAM)



CURRENT TRENDS IN CYBERCRIME

� Phishing 
� Business Email Compromise Fraud

� Account Takeovers
� SIM Swaps

� Ransomware



CYBER-ATTACKS

• 80% of financial institutions surveyed by VMWare reported increase 
in cyber-attacks in last year.

• 64% of financial institutions reported increased business email 
compromise attacks

• 25% of financial institutions reported destructive attacks (vs. attacks 
that seek financial gain).

• Ransomware attacks against financial institutions has increased 9x in 
2020 1Q. 



PHISHING

• The fraudulent attempt to obtain 
sensitive information or funds by 
disguising oneself as a trustworthy entity 
in an electronic communication:

• Usernames/Passwords
• Credit Card Information
• Money

• Phishing scams range in sophistication 
from shotgun approach to highly 
targeted (spear phishing/BECs).

• Not confined to email: text messages, 
robocalls, mail.  



PHISHING



PHISHING

• In 2020, phishing emails and text 
messages tend to induce recipients to 
trick an individual into clicking on a link 
and/or opening an attachment.

• Popular phishing tactics:

• “We have noticed some suspicious 
activity on your account.”

• “We have noticed there’s an issue 
with your payment information.”

• Include fake invoices.
• Include links to make payments.



PHISHING



PHISHING/BEC
2019 STATISTICS

�88% of companies reported experiencing 
spear phishing campaigns. 

� 38% of untrained users fail phishing tests.

� 1/3rd of all data breaches involve phishing.

�The average data breach costs $3.5 million.



BUSINESS EMAIL COMPROMISE

� IC3 received 467,361 complaints (that’s 
about 1,300/day) for about $3.5 billion in 
losses.

�Phishing/BECs were a fraction of the total 
complaints (apprx. 24,000 complaints) yet 
amounted to more than $1.7 billion in losses 
($75k/complaint)



BUSINESS EMAIL COMPROMISES

� Directed emails sent for the purpose 
of tr icking the recipient out of money. 

� Two main forms: 
� “Spear-phishing” is the targeted 

sending of emails to employees 
responsible for, or have control over, 
money transfers.

� Breach of email account leading to 
interception.

� The success (and fai lure) of ALL of 
these campaigns turns on the people 
who receive the emails. 



BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

• Emails frequently occur when the 
executive is out of the office 

• Can be determined by a phone call to the 
executive or by an automatic “out-of-
office” email reply

• Transaction is often marked or 
treated as “confidential” or 
“urgent” by the sender.



BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING

� Employee who is responsible for money 
transfers receives a seemingly legitimate 
email instructing a transfer of funds.

� “Sender” of the transfer-request email is 
often a high level executive within the 
company.

� The impersonation can take hours, days, or 
even weeks.



BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING



BUSINESS EMAIL COMPROMISES:
SPEAR PHISHING



BUSINESS EMAIL COMPROMISES:
BREACHES

1. Firm employees have 
email discussion about a 

client

• 2. Communication intercepted by 
hackers 

3. Hackers create spoofed 
email emulating client

• 4. Hackers send spoofed 
email as client requesting 
transfer of funds

5. Instructions seem legitimate, firm 
transfers funds to fraudsters account



BUSINESS EMAIL COMPROMISES:
BREACHES



BUSINESS EMAIL COMPROMISES:
SPOOFING A NAME



EFFECTS OF BECS

Major 
Threat to 
the U.S. 

Economy

Decreased 
Corporate 

Profitability

Loss of 
Corporate 

Reputation

Job Loss –
Direct and 

Indirect
Loss of 

Company 
Operation

Life­impacting 
Loss to 

Individuals –
home, savings



ADVANCED PAYLOAD
RANSOMWARE/MALWARE

• Emails sent by seemingly friendly contacts with 
attachments and/or links.

• Can lead to the installation of malware, that is then 
used to:

• Give the bad actor access to the computer or 
network,

• Allow the bad actor to use the computer to launce 
malicious attacks, and

• Allow the bad actor to use the computer to 
perpetuate fraud campaigns.



ADVANCED PAYLOAD
RANSOMWARE/MALWARE



ADVANCED PAYLOAD
OBTAINING NETWORK ACCESS

Source; UPS



ADVANCED PAYLOAD
RANSOMWARE



ADVANCED PAYLOAD
RANSOMWARE



ADVANCED PAYLOAD
RANSOMWARE/MALWARE

• Average Initial Demand is $377,000
• Approximately $11.5 billion in damages 

in 2019
• Average cost of ransomware is $8.1 

million
• Average days to recover: 287



ADVANCED PAYLOAD
RANSOMWARE/MALWARE



ACCOUNT TAKEOVER: SIM SWAPPING FRAUD

SIM swapping scams 
exploit the recent 

proliferation of  SMS­
based two­factor 

authentication. By 
intercepting text 

messages containing 
security codes, 

perpetrators are able to 
gain access to the 
victim’s accounts.



SIM SWAP SCHEME: 
OBTAIN CREDENTIALS FOR POTENTIAL 

VICTIMS STEP 1



STEP SIM SWAP SCHEME: CHANGE PASSWORDS TO 
LOCK VICTIMS OUT OF ACCOUNTS & 

STEP 4



INVESTIGATING SIM 
SWAPS

Cell site 
information from 

AT&T revealed one 
cell tower located 

in Columbus, Ohio, 
which handled the 

majority of 
communications 

from both 
suspected IMEIs.

CELL SITE 
RECORDS

SIM SWAP FRAUD: INVESTIGATING THE CRIME



TRACKING CRYPTOCURRENCY

Tracking the 
movement of the 

stolen 
cryptocurrency can 

be extremely 
difficult if the funds 

do not interact 
with a known 
exchange or 
merchant.

INVESTIGATING 
SIM SWAPS

SIM SWAP FRAUD: INVESTIGATING THE CRIME



CALL US

Elizabeth Roper
Cybercrime & Identity Theft Bureau

vinocurj@dany.nyc.gov | (212) 335-9624


