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When bringing new team members 

on board, it is crucial to thoroughly 

screen each candidate, and be on 

the lookout for red flags and 

warning signs, such as:

Dishonest Employees

Unfortunately, even law firms are at risk for embezzlement at the hands of dishonest 
employees.

• History of frequent job 

changes

• Recent or frequent relocations

• A history of criminal activity

• Substance abuse

• Living outside of their means

• Financial issues

• Significant debt

• Gambling habit







• Typically, social engineering is used to transfer 

funds to an unauthorized recipient.

• A cybercriminal may imitate a colleague or 

client that the victim (ie you, your assistant, 

your receptionist) may know and use that 

person’s email address to get the victim to wire 

money to the criminal’s bank account. 

Wire Fraud Scams

Social engineering is the art of manipulating people so they give 
up confidential information such as passwords, account numbers, 
credit card numbers.



Ensure that the 
check was issued 

by a reputable bank

Check the 
microprinting on the 

signature line

Be sure that the back 
of the check reads 

“original document”

Check for discoloration 
or ink smudging that 

could indicate that the 
check was tampered 

with

Check Scams

Check scams continue to plague law firms across the country. As technology 

continues to evolve, it has become increasingly difficult to identify phony 

checks. Here are a few ways to verify whether a check is authentic and valid:

Consider Credit 

Cards/ACH

Get a Counterfeit Money 

Pen!



Typical Check & Wire Scam Scheme 

1 2 3 4 5
Initial Contact Proposal Engagement Settlement Money Exchange

Attorney receives email 

from an individual 

requesting assistance with 

an urgent transactional or 

litigation matter; generally 

located abroad (but not 

always!), counterparty or 

adversary is usually located 

in the attorney’s 

jurisdiction. 

Email sender (the 

scammer)  proposes a 

contingency fee. Writes 

that he is confident that 

matter will settle or close 

quickly. Attorney takes the 

case.

Attorney sends 

engagement letter, the 

scammer swiftly executes 

it.

Soon scammer notifies the 

attorney that the transaction 

has been consummated or 

the litigation has settled. 

Attorney quickly receives 

the check and deposits it. 

The scammer requests an 

immediate wire 

distribution of the 

settlement funds. Lawyer 

retains the fee and wires 

the balance to a foreign 

bank account. 
A bank may “clear” a check and make the funds available 
before the bank actually collects the funds. The bank may take 
weeks or even months to discover that the check is fraudulent. 
When that happens, the bank will notify the attorney that the 
check was fraudulent and the attorney must fund the account. 
(Many banks do not place “holds” on funds deposited into 
attorney trust accounts.)



Tips To Avoid Being Scammed

Seek additional information on the potential client and referral (if given) - verify the accuracy and genuineness of 

information contained in the solicitation, including phone numbers, addresses, websites, social, etc. To the extent 

possible, references should be obtained and researched thoroughly.

Confirm the Client

Retainer agreements should contain all of the terms specified by local statutes; the agreement should include all 

confirmed and pertinent information: valid billing street address, and as much contact information as possible. If the 

purported client is a corporate entity, an authorizing resolution of the shareholders or board of directors of the entity 

should be requested. Do not fear requiring a more substantial than-usual advanced fee deposit.

Comply with Rules

Make clear to the prospective client that no attorney-client or other relationship has been created and no services shall 

be performed until (a) the lawyer has completed the engagement process in accordance with his/her firm’s policies, (b) 

the lawyer receives confirmation from his/her bank that the advance fee deposit check or wire transfer has cleared in 

accordance with bank policy, and (c) the lawyer has accepted the representation.

Take Your Time and Over-Communicate

All funds deposited into the trust account should be held until the bank confirms that payment of 
such funds has been honored by the payor bank.

Wait for the All Clear



Cautionary 
Signs

• Sender does not provide a referral source; says they found 
them via an online search.

• A salutation such as “Dear barrister/solicitor/counselor.”

• Email uses awkward phrasing or poor grammar (may be 
expected from a foreign contact).

• Email is sent to “undisclosed recipients” – the attorney is 
BCC’d.

• May seek counsel on a legal matter in an area of law the 
recipient attorney does not practice.

• Sender suggests that for this matter the attorney accept a 
contingency fee arrangement, even though that might not 
be customary for the attorney’s practice.

• Sender is quick to sign a retainer agreement, without 
negotiating.

• Sender assures the attorney that the matter will resolve 
quickly.

• Counterparty, if there is one, will also likely respond quickly.

• Sender insists that his funds must be wired to a foreign 
bank account (not always! But maybe a bank the attorney is 
not familiar with, in another state or region).



How To 
Mitigate Risk



Link 
Checking 

Sites

• https://transparencyreport.google.com/safe-browsing/search
• https://scanurl.net/
• https://www.phishtank.com/

https://transparencyreport.google.com/safe-browsing/search
https://scanurl.net/
https://www.phishtank.com/
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These are the three most common, yet least secure, 
methods of communication

Reduce phone 
calls, text and 
emails with 
clients

 But how?

• They provide a platform with an enhanced level of 

security for storing and exchanging sensitive 

information and files

• They provide end-to-end encryption

• You AND your clients can activate 2FA

• They can provide clients with an enhanced level of 

security for making payments

Client Portals: The Secret to 
Secure Communications



Payment Protection Service from M&T Bank
TO MITIGATE CHECK FRAUD

• Positive Pay is $40 a month per account +.08 per truncated 
check and $3.00 per returned check. For this service you would 
submit a check ledger file before issuing checks. We then 
match any clearing checks to these files.  

• Reverse Positive Pay is $40 a month per account +.08 per 
truncated check and $3.00 per returned check. For this service 
we simply report all checks attempting to clear. You would be 
responsible for reviewing these and selecting them to either 
pay or be returned.

• Payee Positive Pay is $70 a month per account +.10 per 
truncated check and $3.00 per returned check. For this service 
you would be responsible for uploading a check issue file 
before distributing checks. This file would include check date, 
dollar amount, check number and payee information.  The 
bank would then review all clearing checks against this ledger 
and report any suspect items for you to decision.

TO MITIGATE ELECTRONIC DEBIT/ ACH FRAUD:

ACH Monitor is $35 a month per account. For this service we 
simply report all debits attempting to clear. You would be 
responsible for reviewing these and selecting them to either pay 
or be returned. We are able to help you put authorized 
companies on file so they are not rejected.
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Banking services powered by M&T Bank, Member FDIC.

References to “Clients’ Funds Trust Account (IOLTA / IOLA)” or “Interest on Lawyers Trust Account” shall be interpreted to include “IOLA,” or “Interest on Lawyer Account,” and “IOTA,” or “Interest 
on Trust Account,” as applicable in a particular state.

Nota is a product/service offered by M&T Bank. Use of Nota does not ensure compliance with state rules and regulations applicable to Clients’ Funds Trust Accounts (IOLTA / IOLA) . The 
advertised product/services and their features and availability are subject to change without notice at any time. Use of the product/service is subject to and governed by certain terms, conditions, 
and agreements required by Nota. Attorneys whose offices and practices are in NY, NJ, MD, PA, DE, CT, VA, DC, NH, MA, ME, VT, FL, or WV are eligible for banking products/services through 
M&T Bank. The use of such M&T banking services is subject to certain terms, conditions, and agreements required by M&T.

© 2024 M&T Bank. All Rights Reserved.

Thank You


